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Single Sign On (SS0) with 7P EMM

For a detailed guide on how to set up Single Sign On with our EMM solution, please refer to HowTo -
Single Sign On (SS0) with 7P EMM.

i0S - New configuration "Notification settings"

With the release of 6.16.05 we now have a new configuration type named “Notification settings” which
is to be used for Supervised iOS devices.

Depending on the OS version of the Supervised iOS device there are more or less compatible settings.
The purpose of this notifications settings is to select one or multiple iOS apps, where you then preset
how notifications should behave on these apps when notifications arrive to the device to these apps.
When applied these settings are greyed out for the user and cannot be modified by the user.

Example of a Notification settings configuration:

T

a & & 8 8 & 68 B

Example of an iOS device when this is applied to a selected app:
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https://wiki.dmaas.de/index.php/HowTo_%E2%80%93_Single_Sign_On_(SSO)_with_7P_EMM
https://wiki.dmaas.de/index.php/HowTo_%E2%80%93_Single_Sign_On_(SSO)_with_7P_EMM
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Note: Only one configuration of this type can be used at a time on a device. If a configuration is already
applied and you want to apply a new or update the existing.
Then the old must be removed first before the new can become applied.

i0S - Accessibility settings in "Apple device configuration”

With this new configuration options you can pre-define settings with the i0OS device of Settings ->
Accessibility, with the purpose to easy the usage of the iOS user experience.

Like Increase text size or bold text and many other settings. When this config is applied to a device,
this changes the Accessibility settings immediately.

IKARUS Security Software GmbH 2/M



Font size and style (bold):
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Contrast, transparency, Zoom:

I
!

When you try to remove the config, the settings remain in the state of when the config was applied and
will not return to default.

Certificate Expiration Notification

The EMM Server can now send an email notification for certificates or certain tokens that are about to
expire. This can be especially useful for Apple Push and DEP and VPP tokens.
[Global] -> Operations -> Scheduler
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Click on the “+" to add a new schedule and select “expiring_certificates_notification.php” from the drop-
down menu “Schedules”.

Schedule T =

» A job that Aolifes sboul expeiing cemificates and tokens

Job name: Provide a name for the schedule, e.g. “Reminder about expiring certificates”.
Period start: Select the start of the scheduler run period.
Run: configure how often the schedule should run. We recommend to set it up to run once per day:
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Job name

Reminder about expiring certificates

expiring_certificates_notification.php

Tenants: select the tenants that that should be checked for expired certificates/tokens.

Note: Multi-select is possible with CRTL or SHIFT keys.

Email: enter the email address where the reminder should be sent to. Multiple addresses can be set
using comma as a separator.
Select: Select the certificates/tokens you would like to receive a reminder:

o Apple Push: a reminder for the Apple Push token

o Apple DEP: a reminder for the Apple DEP token
e Apple VPP: a reminder for the Apple VPP token

e Other certificates/tokens: a reminder for trust or identity certificates that have been uploaded
to infrastructure -> certificates

Note: Multi-select is possible with CRTL or SHIFT keys.

Send reminder email days before expiration: select the notification period. Example: ,30 days before*
would send the notification email 30 days bevor a certificate/token expires.

Send reminders about expired certificates/tokens: by default, if selected, the email will also be sent if
there are certificates/tokens that have already expired.

Language: Select the language for the email.

New eSIM options

1 Android eSIM actions

In 6.16 we now have the capability to activate eSIM on Android devices directly through the MDM
platform. This new feature simplifies device provisioning and enhances the flexibility for managing
mobile connectivity.

Administrators can now remotely activate and deactivate eSIM profiles on supported Android devices:
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Google, Android 15, Device Owner Mode, Corporate - Restricted Management

Inventory Details History = Installations ~

Activate eSIM w

[ Switch after activation

Action -]

Send
Google, Android 15, Device Owner Made, Corpodate - Restricted Management
Inventory Details Actions History = Installations =
Action [-]
Deactivate aSIM hd

Prerequisites:

e Adevice running Android 15 Beta 2 or later and supports eSIM

e Valid eSIM activation code (Example: LPA:1$RSP-0003.0BERTHUR.NET$5XEHC-3W9E4-

XIQ4F-EEBAR)
e MDM client 6.16.XX or higher

2 eSIM restriction

Administrators can now restrict users from adding, removing, or altering eSIM profiles on enrolled

Android devices.

Restriction =

IKARUS Security Software GmbH

6/1



This new feature adds an extra layer of control, preventing unauthorized changes to eSIM settings and

profiles, thus ensuring device security and compliance with organizational policies.

Android lock screen message configuration
It is now also possible to change the messages in the lock screen on Android devices.
The display name of the organization can be used --> Asset tag information (black)

And the footnote can be changed (red)

Lock screen message D
] All Android 1 All i0S E n

General

* Name: Lock screen message test

Comment;

Created: 2024-10-17 16:46:32

Maodified 20241017 18:12:02

Shaow all:

Hide empty; O

Main settings

Asset tag information: MDM Support o 1:1

Lock screen footnote Have a nice day 'sa

dhork connection

18:13

Thy, 17 Qctob

Have a nice daj

"y
mbﬂﬂﬂﬂ_lﬁmﬁ'upnrm
Bwlpe .' 3|
-

It is also possible to use different parameters such as user ID or device name.
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Samsung - Enforce password change option

There is a new option in the Autolock configuration type called "Enforce password change":

o

Password restrictions
ST ]
el -1

Additional settings

sEok

L] ]
-1+

el -1+

ag

If a configuration is sent to a device with this option set to "yes", the device will prompt the user to set
their password in accordance to the password policies defined in the Autolock configuration.

On the device a message will be shown and the lock type settings will be opened and cannot be closed:

12:50 & k- ANFRES
12:50 * S0 43%a
Change your lock Change your screen lock
Thu, 24 Oct ] i o A )
N e sEn ven Ly s
0000
Device control Media output el
Password
Android System 0
Change your lock
Change your screen lock type. This is
required by the security pelicy.
° Please review. a
Some MDM policies have bee..
Notification settings Clear
Blometrics
Face
Fingerprints
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Note: It is important to keep in mind that this will prevent the user from utilizing other functions and
apps until the lock code is set.

Therefore, applying the Autolock configuration automatically via an Operation should be done with
caution to prevent locking you or the user out at an inconvenient time.

Start app in Kiosk mode

There is a new option in the Kiosk configuration type called "App on startup™

Kiosk

None vé

App on startup 7P MDM v ‘al

9 9 9

9 @ & @

The app will be started when
o the Kiosk configuration is applied to the device.
e the device is rebooted.
o the device is turned on after being previously turned off.

This feature requires Kiosk client version 6.16 or newer in order to work.

Android - New condition "Without reboot"

In Operations a new condition called "Without reboot" was added to the Device specific section:

Conditions ? x
Without reboot .4
hours v

(ot JLac]

This condition can check for devices that haven't been rebooted for at least the entered amount of days
or hours.
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The relevant time stamp for the last reboot time of a device can be found in the device's inventory in
Organization -> Users and devices:

View devioe -

Google Pixel TA ﬂ n E

[ove i ooionawn

Resgier o chale

MOM stared

CLiman s

Tmemne

v N

As the time of writing this article (30.10.24, 13:33) the device "Google Pixel 7A" was not rebooted for
eight days. Therefore, if an operation with "Without reboot" condition aimed at devices that haven't been
rebooted for at least eight days is created, the device will be included:

Operation :

Android - additional Details on the History-> Actions Tab

In the 6.16 Release we implemented the possibility for most actions that apply multiple of items to
devices to also store and show the list of those items in the action history. This means if you use an
operation that installs mandatory apps from an applist, you can now easily see which App triggered
the operation to run. This shows up to five apps at the moment.

[ -

Operation Action type Details Status Resp... Lastupdate Adm
Create short... _CIE| Wait 04/12/202411:43
Install from Appli... Install applic.y * Setup KSF CIFI, Digital Phone, ... |Done 04/12/202411:44
Install from Appli... Install applic.. Edge, Google Chrome: Fast & Se.. Done 04/12/202411:41
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When using a blacklist to uninstall/disable apps via an operation you can click on "Done" in the status
to see details on which apps triggered the operation and were uninstalled/disabled.

View device

350370855907898

History = Actions

Dperation Action type
BiT Disable applical
Install from Appli_ Install application

Install from Appli_. Install application

samsung, Android 14, Device Dwrer Mode, KME, Cepome, Kno 210

IFventary [hefadls ACTinnsg m nestallations =

[one

Edge, MS Teams, WhatsAp...

Edge, M5 Teams, WhatsAp..

Done

Dane

Responge

=)

T Filters

Last update
04122024 10231

04122024 10228

D412,2024 10226

Adm

Action status
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